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' Invitation of Request for Proposal (RFP) for Selection of Project Management Company(PMC) - Cloud
Service and Management Service Provider for Tribal Development Department, Government of
Maharashtra. TRTI is Inviting Request for Proposal (in two Bid systems - Technical Bid & Commercial Bid)
for Cloud Service and Managed Service Provider. Interested bidder can submit their Technical Bid &
Commercial Bid Offline on website https://mahatenders.gov.in

Tender Fee Earnest Money
Name of the Service (in Rs) Deposit (EMD) ( Rs)

Request for Proposal (RFP) for Selection of Project
Management Company(PMC) - Cloud Service and

Management Service Provider for Tribal Development  Rs. 20,000/- Rs. 2,00,000/-
Department, Government of Maharashtra

1.
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The Institute shall be selected based on the selection criteria decided by TRTI as mentioned in the
Bid Document.

The Bid Documents are available on website https://mahatenders.gov.in

The interested Bidders will have to register and enroll on website https://mahatenders.gov.in.

The interested Bidders will have to submit all the required documents through online.

The Tender Fee of Rs. 20,000/-is required to be deposited Online through Net Banking / NEFT.
The EMD of Rs.2,00,000/-is required to be deposited Online through Net Banking / NEFT.

The detailed Bid Document can be download from the website https://mahatenders.gov.in
Interested Institutes / Bidders shall submit their Bid on or before 28/12/2022, 17:00 hrs.

The advertisement & Tender Document is also available on office website
https://trti.maharashtra.gov.in for information only.

10. Right to reject any or all the Bids is reserved by the Commissioner, TRTI, Pune

Notice:

This document is the property of TRTI, Pune. It may not be copied, distributed or recorded on any
medium, electronic or otherwise, without TRTI's written permission, even by the authorized
personnel / company / agency for any purpose other than the purpose specified herein and it is
strictly prohibited as it shall amount to copyright violation and thus shall be punishable under the
Indian Law.

(Dr. Rajend\%d, L.A.S.)

Commissioner, TRTI, Pune




DISCLAIMER

The information contained in this Request for Proposal document (the “RFP”) or subsequently
provided to Applicant(s), whether verbally or in documentary or any other form, by or on behalf of
Tribal Research and Training Institute, Pune, (TRTI) or any of its employees or advisors, is provided
to Applicant(s) on the terms and conditions set out in thig RFP and such other terms and conditions
subject to which such information is provided.

This RFP is not an agreement and is neither an offer nor invitation by Tribal Research and Training
Institute, Pune, (TRTI) to the prospective Applicants or any other person. The purpose of this RFP is
to provide interested parties with information that may be useful to them in the formulation of their
application for qualification and thus selection pursuant to this RFP (the “Application”). This REP
includes statements, which reflect various assumptions and assessments arrived at by TRTI in
relation to the work/s. Such assumptions, assessments and statements do not purport to contain all
the information that each Applicant may require. This RFP may not be appropriate for all persons,
and it is not possible for TRTI, its employees or advisors to consider the objectives, financial situation
and particular needs of each party who reads or uses this RFP. The assumptions, assessments,
statements and information contained in this RFP may not be complete, accurate, adequate or
correct. Each Applicant should therefore, conduct its own investigations and analysis and should
check the accuracy, adequacy, correctness, reliability and completeness of the assumptions,
assessments, statements and information contained in this document and obtain independent advice
from appropriate sources.

Information provided in this REP to the Applicant(s) is on a wide range of matters, some of which
may depend upon interpretation of law. The information given is not intended to be an exhaustive
account of statutory requirements and should not be regarded as a complete or authoritative
statement of law. TRTT accepts no responsibility for the accuracy or otherwise for any interpretation
or opinion on law expressed herein.

TRTI, its employees and advisors make no representation or warranty and shall have no liability to
any person, including any Applicant or Bidder, under any law, statute, rules or regulations or tort,
principles of restitution or unjust enrichment or otherwise for any loss, damages, cost or expense
which may arise from or be incurred or suffered on account of anything contained in this RFP or
otherwise, including the accuracy, adequacy, correctness, completeness or reliability of the RFP and
any assessment, assumption, statement or information contained therein or deemed to form part of
this RFP or arising in any way with selection of Applicants for participation in the Bidding Process.
TRTI also accepts no liability of any nature whether resulting from negligence or otherwise
howsoever caused arising from reliance of any Applicant upon the statements contained in this RFP,
TRTI may, in its absolute discretion but without being under any obligation to do so, update, amend
or supplement the information, assessment or assumptions contained in this RFP.

The issue of this RFP does not imply that TRTT is bound to select and shortlist Applications and
reserves the right to reject all or any of the Applications or Bids without assigning any reasons
whatsoever. The Applicant shall bear all its costs associated with or relating to the preparation and
submission of its Application including but not limited to preparation, copying, postage, delivery fees,
expenses associated with any demonstrations or presentations which may be required by TRTI or
any other costs incurred in connection with or relating to its Application. All such costs and expenses
will remain with the Applicant and TRTI shall not be liable in any manner whatsoever for the same
or for any other costs or other expenses incurred by an Applicant in preparation for submission of
the Application, regardless of the conduct or outcome of the Bidding Process.




IMPORTANT DATES & INFORMATION FOR TENDER

I. Key Events and Dates

i' Sr. No. Event
{ 1 Publish Date

Date & Time

12/12/2022, 11:00 AM

N -y S S S A
| 2 Document Download / Sale Start Date 12/12/2022, 11:00 AM

id Submission StartDate ————+—o—— |
| g Bid Submission Start Date 12/12/2022, 11:00 AM
T Clarification Start Date 12/12/2022, 11:00 AM

4

5 Clarification End Date

6 Pre Bid Meeting Date

N 7 Bid Submission End Date
|L 8 Technical Bid Opening

i 9 Commercial Bid Opening To be intimated later

eSS T

_—

28/12/2022, 17:00 PM

| 19/12/2022, 16:00 PM

| 28/12/2022, 17.00 PM

-
| 29/12/2022, 17.00 PM

2. Other Important Information Related to Bid

Earnest Money Deposit (EMD)
(To be paid Offline)

Description
RS. 2,00,000/- (Two Lakh Rupees Only)

ender Fee (To be paid Ofﬂigg)_{l}s. 20,000/- (Rs. Twenty Thousand Only) |

One—hundred—and—twenty (120) days from the
date of submission of Bid.
intimated in work order of TRTI
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ABBREVIATION

MSP — Managed Service Provider

CPU - Central Processing Unit

RAM — Random Access Memory

VLAN - Virtual Local Area Network

CSP - Cloud Service Provider

RTO - Recovery Time Objective

GCC — Government Community Cloud

VPC - Virtual Private Cloud

DR - Disaster Recovery

10 TRTT - Tribal Research & Training Institute

11. DNS — Domain Name System

12. FC-IP — Fiber Channel over IP

13. MPLS - Multiprotocol Label Switching

14.RPO - Recovery Point Objective

15. BCP - Business Continuity Plan

16.SLA - Service Level Agreement

17. DC-DRC link - Data Centre and Disaster Recovery Centre link
18.RCA - Root Cause Analysis

19. DB Server — Database Server

20. VAPT - Vulnerability Assessment and Penetration Testing
21. RACI - Responsible, Accountable, Consulted and informed

LN U W



1. INTRODUCTION

1.1

1:2

BACKGROUND

1.1.1 Tribal Research and Training Institute, Maharashtra State, Pune is an autonomous
Organization of the Government of Maharashtra, which was established under the
centrally sponsored scheme in 1962. Tribal research and training institutions are
working in the tribal-dominated area research on various aspects of tribal subjects.
The following objectives of the organization were set up during the establishment of
this institution.

Organization's Objectives and Functions

v Evaluate the impact of various schemes implemented by the Central and
State Government for the financial, educational and social development of
tribal communities on tribal life.

v Do research on issues related to tribal life and development.

v" Providing pre-employment training for the officers / employees working in
Tribal Development Department and for triba] students.

v Organizing different training sessions for the tribal

v Adivasi cultural museum to organize tribal arts and culture, organize
handicraft exhibition in different urban areas, and create a short film on
tribal life.

" Administrative control over the functioning of Scheduled Tribes Certificate
Examination Committees working in the State level in Maharashtra State

Tribal Research and Training Institute has been the only government organization
in the state to conduct various training programs in the context of Tribal subjects
for the last 50 years and tribal subjects. The Central Government has appointed
this organization as the nodal agency for all tribal research and training institutes
in the country by taking note of the work of this organization.

1.1.2 TRTI would like to select Cloud Service Provider (CSP) and Managed Service

Provider
(MSP) for Tribal Development Department, Government of Maharashtra.

1.1.3 TRTIwould like to engagement of an Agency for Hosting, Migration of Applications,
Maintenance and Management of Cloud Service Provider.

REQUEST FOR PROPOSAL

1384 TRTT invites responses (“Tenders”) to this Request for Proposal (“RFP”) from MeitY
(Ministry of Electronics & Information Technology, Government of India)
empaneled cloud service providers or his authorized service provider (“Bidders”) for
the provision of system implementation services as described in this RF P, “Scope of
Work”



1.2.2

the

1.2.3

1.2.4

TRTI would like to do hosting, maintenance and Management of Cloud Service
Provider with statistical analysis, is the collection and interpretation of data from

Various databases.

TRTI invites detailed proposals (Technical and Financial Proposals together
referred to as “RFP”) from capable agencies.

The Proposals would be evaluated on the basis of the evaluation criteria set out in
this RFP (“Evaluation Criteria”) to identify the successful Bidder for the Assignment
(“Successful Bidder”).

1.3 BRIEF DESCRIPTION OF THE BIDDING PROCESS

1.3.1

TRTT intends to follow a ‘two stage’ bid process for selection of the successful

agency,

1.3.2

1.3:3

1.3.4

as outlined in this RFP.
The Bidders would need to submit, within the Proposal Due Date as prescribed
under the “Important dates & information for Tender” of this RFP; Qualification,

Technical and Financial Proposal in the prescribed formats.

TRTI would evaluate all the Submissions in accordance with the evaluation criteria
set out in the RFP to select a qualified bidder.

Joint Venture Consortium is permitted.

1.4 OBTAINABILITY OF RFP DOCUMENT

The RFP would be available at https:z1mahatenders.gov.in{. It may be noted that all

subsequent notifications, changes and amendments in the assignment/ documents
would  be  posted on the  website https:// mahatenders.gov.in/ &
https://trti.maharashtra, gov.in.

GENERAL INSTRUCTIONS

1.4.1

Ll

1.4.3

1.4.4

The language of the Bid and related documents and correspondences shall be in
English language.

The Bidder shall provide all the information sought under this REP, TRTT will
evaluate only those Bids that are received in the required formats and complete in
all respects.

The Bid shall be typed or written in indelible ink and signed by the Authorized
signatory of the Bidder who shall also initial each page. All the alterations,
omissions, additions or any other amendments made to the Bid shall be initialed by
the person(s) signing the Bid.

Bidders are encouraged to submit their respective Bids after exercising due diligence

of factors influencing the implementation of the Project applicable laws and
regulations, and any other matter considered relevant by them.

Q
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1.4.5

1.4.6

1.4.7

1.4.8

1.4.9

1.4.10

The Proposals would be evaluated on the basis of the evaluation criteria set out in
this RFP (“Evaluation Criteria”) to identify the successful Bidder for the Assignment
(“Successful Bidder”).

The Bidder shall be responsible for all costs associated with the preparation of its
Bid and its participation in the bidding process, including but not limited to field
investigations,  data gathering, analysis, design ete. as also any
discussions/negotiations. TRTI will not be responsible norin any way liable for such
costs, regardless of the conduct or outcome of the bidding process.

TRTI may modify the RFP by issuing an Addendum before Due Date. Any
Addendum thus issued shall be part of the RFP and shall be hosted on the website
(https:/ /mahatenders.gov.in & https:/ /trtimaharashtra.gov.in). TRTI will assume
no responsibility for non-receipt of the Addendum.

Bidders will not be permitted to alter or modify their bids once submitted.

TRTI shall not be liable for any omission, mistake or error on the part of the Bidder
In respect of any of the above or on account of any matter or thing arising out of or
concerning or relating to the RF P, the bidding documents or the bidding process,
including any error or mistake therein or In any information or data given by TRTI.
Any Bid not accompanied by the Tender fee & EMD shall be rejected by TRTI, as
non-responsive.

The bidders may address their queries, if any to the following Email id: it.trti-mh@nic.in on

or before 19/12/2022, 1.4:00 PM

SCOPE OF WORK

The detail

ed Scope of Work -

The scope of services shall comprise the following:

L. Project Planning & Management

IL. Preparation of GCC or VPC Cloud, and Disaster Recovery site

IIL. Installation and setup of GCC or VPC Cloud, and Disaster Recovery site
IV. Migrations of various Applications (Minimum 25 Applications)

V. Periodic DR-DRILLS

VI. Documentation and Reporting

* Create documentation of the infrastructure, workflows, RACI matrix as a part of the
handover exercise,

» Track quarterly SLA performance

» Maintenance & Support of Cloud and DR solution



VIIL Change Management Workshops

VIIIL. Monitoring performance parameters, alerts and taking proactive measures for
continuous improvement

IX. Restoration of Primary Site as per SLA
X. Security Audit

L. Project Planning & Management

L Understand the current infrastructure setup of TRTI Data Centre / Data Analytics
And Project Management Centre for TSP Planning and Budgeting/ Tarang along
with configurations and working,.

I1. Submit the implementation plan to TRTI, Pune for review and finalization of the
same. The plan needs to highlight - delivery, installation, roll-back plan, downtime
requirements, resource deployments, dependencies, etc. on a time scale. Please note
that since this is a migration of a LIVE Data from various clouds to Pune based data
center, the transition to DR-site has to be seamless and with minimal downtime,
especially during the working hours of the Department.

II.  Prepare a micro-level replication plan along with testing of the same and get the
same approved.

IV, Preparation of Resource plan for Servers, Storage infrastructure, Virtualization,
Connectivity and finalize the same.

V. Conduct Business Impact Analysis and configure Business Impact Analysis in the
DR orchestration solution.

II. Preparation of GCC or VPC Cloud, and Disaster Recovery site

L Procurement of the equipment as per the Work Order / Contract. The procurement
may be prioritized as per the schedule.

I1. Testing of the equipment before installation.

HI. Ensure readiness of DR-site.

The above list shall be understood as general guidelines and not an exhaustive list.
III.  Installation and setup of GCC or VPC Cloud, and Disaster Recovery site

L. The Cloud Service Provider will develop, prepare, and provide a GCC or VPC, and
DR Solution Implementation Plan. The Implementation Plan shall have the detailed
design, specifications, drawings, and schedule along with inspection and test plan,
risk matrix and risk mitigation strategy, training material and documentation for all
deliverable

II. Configure to enable continuous incremental replication of all the critical data on
Primary site to DR-site.

III. Configure to facilitate workflows for bringing up the applications and all the
components it depends on at DR while it is up at primary site without
pausing/stopping the replication and must offer a workflow-based management.
Monitoring and reporting capability for the real time monitoring of a DR solution
parameters like RPO (at DB level), RTO, and replication status and should provide
alerts (including SMS and e-mail alerts) on any deviations. The proposed solution
should be able to conduct DR Drills from a centralized location. The proposed

@%’/f




IV.

VII.

VIII.

IX.

XI.

XII.

solution should be capable of doing pre-flight / Dry-run checks to ensure conditions
are met to ensure a successful DR Drill.

Should configure to able to manage hosts either by deploying agents or without
deploying any agent and should not require any change in the existing environment,

Should configure single-click recovery mechanism for single or multiple
applications.

The Cloud Service Provider shall provide the GCC or VPC, and DR infrastructure on-
demand as and when ordered by TRTI, as per scope of work defined in subsequent
sections.

Setup network (including switches, routers, and firewalls) and uninterrupted
network availability through a network link dedicated for connecting between the
main DC site, DR site,

Configure shared storage sizing for GCC or VPC, and DR Hosting requirements.

Provisioning, configuring, and managing FC-IP router for DC to DR replication in
case the proposed solution requires FC-IP router.

Ensuring related DNS changes for private WAN and internet, application availability
and integrity, and database synchronization with application at DR site.

The MPLS bandwidth required for TRTI to use the applications from the GCC or
VPC, and DR site will be provided by the GCC or VPC, and DR Cloud Service
Provider as per the technical specifications. The GCC or VPC DC, and DR Cloud
Service Provider will be responsible for core infrastructure facility for provisioning
of internet, MPLS/ point to poinl connectivity, including termination devices,
network security in terms of Enterprise Class firewall and IPS/IDS. The GCC or VPC,
and DC/ DR Cloud Service Provider should also provide secured VPN to use the
applications from the GCC or VPC, and DC / DR site. Bandwidth compression /
oplimization mechanism must be part of the solution.

Reverse Replication is necessary and envisaged when the DR site is acting as the
main site. Cloud Service Provider should ensure consistency of data in reverse
replication till the operations are not being established at the Primary Site. The RPO
would be applicable in reverse replication also. The entire data should be made
available for restoration at Primary Data Centre. Restoration at Primary Data Centre
will be the prime responsibility of vendor, but necessary support must be provided
by the DR Cloud Service Provider.

IV.  Migrations of various Applications

L.

I11.

Initial Migration of all scoped business critical applications (Approximately 25
Applications) on physical and virtual platform will be migrated to the DC & DR site
after which the continuous replication will start. Initial migration may be done over
the net or transfer of data on physical media from Primary site to DR-site.

MSP should acknowledge that it is required to provide a complete Disaster Recovery
facility and thus all works required therefore shall be performed by the Cloud Service
Provider notwithstanding the fact that the same has been not mentioned in this
Scope of Work of RFP

The Service Provider should mention about the team structure that would be
dedicated for TRTI. The Service Provider would be single point of contact for TRTI
to connect with the CSP. The Service Provider will work in parallel with all other
TRTI/TDD based software agencies for — current or future business process
collaborations. The Service Provider would have a monthly meeting with TRTI & all
the software agencies focusing on continuous business process improvement &

)
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security aspect. The Service Provider would be responsible for advising the
department on betterment of processes, bringing in cost efficacy by monitoring
utilization & mapping resources as per need.

Iv. The Service Provider should submit a detailed plan regarding cloud deployment and
configuration to the Department. This plan should include the following-

a) CPU, RAM, Storage requirement

b) On-line and full off-line backup of existing system Notification of downtime to
end users (TRTI or TDD’s agencies)

c) System export window

d) Replication tool configuration

e) Transfer time of data from DC to DR Data restoration at DR side.
f) Data Sync times and dependencies if any Switching on DC servers
g) Notifying end users (TRTT or TDD’s agencies).

h) Coordination with other vendors

1) Network architecture planning including VLAN configuration planning, 1P
address planning & Subnet planning and routing planning, Firewall configuration
planning

J) Backup methodology

k) Failover mechanism for replication links Business continuity Architecture
planning

On acceptance of the above plan by the TRTI, the Service Provider should assist the TRTI in deploying/
migrating the Departmental application onto the cloud and offer for testing.

Migration of Existing Data Center (If Require) — In Future, due to any administrative reason
migration of Physical data center which is located at Department of Technology, Savitribai Phule Pune
University require then Selected Bidder need to migrate all hardware’s & software’s to the new place
suggested by TRTI. The cost involve for migration will be given as per the rules & regulations separately.

Testing

Following cloud resource deployment/provisioning, the Service Provider must perform
following testing:

a) Functional Testing: Once system is exported, data is migrated to Cloud site and
application started functioning, the functional testing of Application will be done by the TRTI
along with third party agencies selected by TRTI. The MSP requires to provide support and co-
ordination in this case.

b) Department and application developers/system integrators may perform following testing.
L. Software Module testing as per functional requirement.

I1. User authentications testing.

ITI. Users add/delete, reports generations

IV. Heavy application transactions on DR servers
V. Data upload/Download

VL. Connection per second /user per second
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VIL. Backup exports

VIII. Backup restoration

IX. SMS/Email Gateway Integration/testing

X. API integration with other applications if required
XI. Payment gateway integration

¢) Data Integrity Testing:

Data integrity testing will be performed by TRTT along with third party agencies selected by
TRTI which would include:

I. Amount of data verification at both end

IL. Table size and records testing.

IIT. User status at both ends.

IV. Invoices/transactions verification at both ends.
V. Data in log files.

d) Business Continuity Testing: In the event of a disaster at DC site, activation of services
rom the DR site is the responsibility of Service Provider. The Service Provider shall develop
appropriate policy, checklists in line, with ISO 27001 & ISO 20000 framework for failover and
fall back to the appropriate DR site. DR drills needs to be performed by the Service Provider half
yearly to check disaster preparedness. The Reverse replication from DR side to DC site also
needs to be verified properly by the MSP.

The testing should include the uninterrupted replication to DC servers & Data integrity test of
DC servers. The Service Provider should address any lag in replication due to any unforeseen
errors.

¢) Data Ownership

DATA residing on the CSP/MSP data center will not be accessed, modified, deleted analyzed
and mined in any way or format by the CSP/MSP or by use of Artificial Intelligence without the
explicit written consent of the department.

f) Identity and Access Management for BCP
Role based access to Department officials and Development team to carry out BCP.

Operational Acceptance tests

The Service Provider will have to facilitate the Operational Acceptance Tests. Operational
acceptance tests will be performed by Department; however, Service Provider will have to
facilitate Operation Acceptance during commissioning of the system (or subsystem[s]), to
ascertain whether the system (or major component or Subsystem[s]) conforms to the scope of
work. The Service Provider will have to facilitate the testing of application from Department
users during the Operational Acceptance. Necessary support shall be provided by the
application vendor of Department.

Operations & Maintenance Services

The Service Provider shall be responsible for providing maintenance support from the date of
issuance of operational acceptance by Department. The maintenance and support should
include the following activities:

A. Resource Management

. Adequately size the necessary compute, memory, and storage required, building the
redundancy into the architecture (including storage) and load balancing to meet the service
levels.

@.







